Checking Access File Security MDB / MDE vs ACCDB / ACCDE

This article describes a simple way of comparing the security of the MDB & ACCDB file formats together
with the compiled versions MDE & ACCDE.

First of all, | created three very simple test MDB files in Access 2003 format.

1. A backend file BE.mdb with one table Tablel.
The table had 4 fields (ID, Surname, FirstName, YearGroup) and 2 records Ann Jones / Ben Smith
The BE file was encrypted with password dinsdale.

2. Afrontend file FE.mdb. | then linked this to Tablel in the BE file

3. The frontend was copied, encrypted with the password MDS and saved as FE - PWD.mdb

Both versions of the frontend were then saved as MDE files: FE.mde & FE - PWD.mde

In early versions such as Access 97, password strings could be directly read using a text or hex editor.
This appalling security lapse was fixed in later versions.

| checked both the frontend and backend files using a hex editor and searched for the two password
strings. Although password data is stored in the file, the password information CANNOT be directly read
using a hex editor in Access 2003 MDB files.

However, when | viewed the BE file using the hex editor, the details of Tablel were found unencrypted in
several locations. Both field names and the actual data were visible even though the file is password
protected.

Password protected MDB BE file
Field names

8 BE.mdb

Qffset(h) 00 01 02 03 04 05 06 07 OS5 09 0O&R OE OC QD OE OF

QOOOZ2:2EE0 OO0 00 FC O1 00 00 54 00 61 00 62 OO 6C OO0 65 OO0 ..i...T.a.b.l.e.
QDDZ22EF0 31 00 00 00 36 00 00 00 Q0 00 oo bD DD 57 Z0 D2 1...6...... i :
O0O0ZZFOO FD 1E BF 44 ED D2 92 04 4C C6 18 BF 07 00 00 00 ¢.:.J0%0" .LE.;....
0002Z2F10 DD F1 938 52 E6 E9 39 4B B7 85 C4 7C 14 94 B4 AC TH"Re&9K-“ 4. -

QDD2:2FZ20 04 00 00 00 00 00 §D 09 42 00 44 00 00 00 40 00 ... I.D...0.
Ooo022F30 OO0 00 00 00 oo o0 a4 8D 02 Eo CF BE VD 4F 8B 62 ...... d..e&lstch
O0O0ZZF40 Bz 4F 2C 75 2C 82 07 00 00 00 DD FL1 95 52 E6 E9  *0,X,,....YR"R=é
O0DZZF50 39 4B BY 85 C4 7C 14 94 B4 AC 0L 00 00 00 OO0 00 SE-"L].%"=......
QDD2:2Fe0 &I 09 53 00 75 00 72 00 6E 00 61 OO 6D OO0 65 00 ..5.u.r.n.8.m.e.
OO022F70 OO0 00 42 00 OO0 OO OO0 OO0 OO0 00 D8 BS 66 CZ2 50 CF B....... @, fipt

O0O0ZZFS0 41 49 k6 9D 57 83 4D 80 &2 FD 07 00 00 OO0 DD Fi  AI!.WFfME,¥....¥H
OO0Z2F90 95 52 Ef E9 39 4B B7 86 C4 7C 14 94 B4 AC 0Oi 00 “Red9E “L].v 4.
QDO022FA0 OO 00 OO0 OO0 8D 02 46 00 &6F 0O 72 OO 65 00 6E 0O ...... F.o.r.e.n.
QODDO22FBEO 61 00 6D OO 65 00 OO0 OO0 44 00 00 OO 00 OO0 OO0 00 &a.m.e...D.......
000Z2ZFCO 45 DB 66 CE 6E ES5 42 41 SF 7F 34 5D 35 BO Bi DD HUfindBi..:]5°4¥
O0O0ZZFDO 07 00 00 00 DD F1 95 52 E6 E2 39 4B B7 58 C4 7C  ....VA "ReédK i
OO022FEO 14 54 B4 AC 04 00 OO0 OO0 OO 0O 8D 09 59 00 65 00 % '=........ T.e.
ODDO22FFO 61 00 V& OO0 47 00 72 00 6F 00 75 00 70 00 00 00 &.r.G.r.o.u.p...

Data
8 BE.mdhb

COffset (h) 00 01 02 03 04 05 06 07 O3 09 OA OB OC OD OE OF

OO0Z2EFAD 00O OO0 OO OO 00 00 OO0 00 OO0 00 00 00 00 00 00 00 ... veeeenenrsnns
OO0ZEFEQ 0O 00 OO OO0 00 00 OO0 00 0O 00 00 00 00 00 00 00 @..veennnnnssnns

OO002EFCO 00O 00 04 00 02 00 OO 00 09 00 00 OO FF FE 44 6F  ............ hdo
OO0ZEFDO 6E 65 73 FF FE 41 6E 6E 16 00 11 OO0 04 00 02 00 nesdbinh........
OO02EFEQD OF 04 00 01 00 00 OO 07 00 00 00 FF FE 53 6D 69 ........... FhSmi

O0O0Z2EFFO 74 65 FF FE 42 65 6E 16 00 11 00 OA 00 02 00 OF  thi¥bBen.........




For comparison, the entire file is encrypted in a password protected ACCDB file

Password protected ACCDB BE file

i BEmdb ) BEaccdb

Offset(h) 00 01 02 03 04 05 06 07 O8 09 0O& OF OC 0D OE OF

000zCO40 14 Cg 49 F5 A% EO 16 10 SE Bl 70 EE 8B 5C 54 D2 L EIS@°.."+péc\TO
000zCOS0 <7F 90 00 AB 26 E7 CO A4 85 06 B8 OF 2F CD AE 14 cowkghE L,/ Tx
000zCOg0 6D 1E DO 42 D1 94 52 9F AS 6E 90 E& 19 F7 C1 E1  m.BBH~Y¥¥n.é.<ia
000ZCO70 6A 80 ES 66 ZC E6 DS 8E DB 54 63 27 8F FF 47 D9 jE&f,=@i0Tc' .40
000ZcCO80 F9 3D 0Oz 6F FC 66 18 BA F7 CZz A6 S5F 13 CF BS S5F U=.ouf.®:d] .Ip_
000ZCO090 A4 BE 98 BF 54 56 44 F2 AZ 57 OF EZ F3 DF 71 10 =¥%";. WJIoeW.&0Bog.
000ZcCOROD 73 AF FF EA 59 CC 00 1E BS 76 S5F CO 70 40 A0 09 s #e¥i..pv ip@
000ZCOBO 1E 35 43 6C 46 60 E4 C7 68 73 D5 Cé& 3E 71 EE CB  .S5CI1F &ChsOF-qif
0O00zcoco 95 DB 03 DC 9C E9 2C FO 53 DS 44 31 66 06 56 54 =@, fes, 830D1£.VT
000zcCoDbO 16 2C 5E 85 Ez 79 BF CF 85 CA C6 7D DS 04 48 69 .,*. &y. I EE}S.Hi
0002zCOED DD 41 02 56 08 D4 84 66 F8 ©7 53 F6 C3 87 F3 47 VA.V.0S8fesgscl+on
000ZCOFOD 06 A7 FE €9 F2 F3 €1 89 7D C3 11 4E CE 69 53 45 .SpEndis)i.NiizE
0o00zc100 26 72 92 DD BE 72 89 22 54 OF 4F 3B C4 24 FA DO &r’ Pars"T.oO;hfab
0o0zc110 38 ©4 37 48 08 BC 3C 21 D3 D1 F5 BF 31 AB CC E2  SA7H.wa<!ONS; 1«14
0o00zc1z0 F5 AC 51 0OA C6 22 6E F8 29 ZD 8B 89 21 C3 FO F9  &8-0Q.F"ne)-—<%'A8n

| 0002C130 6C DF 9C 74 C2 E3 EE 91 E7 71 74 72 51 E0 86 D1 lbecidi‘cogror.atil

Next, | wanted to see how secure the backend data would be from someone who didn’t know the BE
password. To do so, each frontend file was then checked using a hex editor looking specifically for the BE
password text strings PWD and dinsdale. These were found in several locations:

MDB file
& FEmdb ) FE.mde
offset(h) 00 O1 0z 03 04 05 06 07 05 09 OL OB OC OD OE OF
000112F0 00 OF 06 00 CB 66 BF 2C FS 2C ES 40 CE 66 BF 2C ..Efe, 8, 80E5;,
00011300 FS 2C ES 40 00 00 20 00 54 00 61 00 62 OO0 6C 00 &,&F.. .T.=a.b.l.
00011310 65 00 31 00 34 71 84 00 00 40 01 3D 00 OO0 00 00 e.l.:g...@.=....
00011320 00 00 19 00 00 80 00 00 00 00 00 00 00 00 FF FE  ..... e, b
00011330 4D 53 20 41 63 63 65 73 73 3B 50 57 44 3D 64 69 M3 Aocess:PUD=di
00011340 6E 73 64 61 6C 65 3B 54 00 61 00 62 00 6C 00 65 nsdale:T.a.b.l.e
00011350 00 31 .l.k.k.K.K.K.K.k
00011360 00 SF I A ..
00011370 11 00 O 00 00 S0 01 00 00 OF 06 00 €2 7C €7 15 ..... it irg.
o0011380 FS5 20 o, afe.2*0,80. ...
00011390 00 00 CeEa Ef;, 8,4
o00113a0 40 CB BEf;,8,88.. .T.a
000113B0 00 62 b.l.e.l.:q...0.
000113C0 3D 00 e €.uint
00011300 00 00 ...90MS Rocess:P
O00113E0 57 44 3D 64 69 6E 73 64 61 6C 65 3B 54 OO0 61 00 WD=dinsdale;T.a.
000113F0 62 00 6C 00 65 00 31 00 6B 00 6B 00 6B OO0 6B 00 b.l.e.l.k.k.k.k.
MDE file
8 FE.mdb ) FE.mde
offset(h) 00 01 02z 03 04 05 06 O7 08 09 OL OB OC OD OE OF
00011540 00 CB 66 BF 2C F5 2C E5 40 CB 66 BF 2C F5 2C E5 .Ef;,d,88Ef:,8,4
00011550 40 00 00 20 00 54 00 61 00 62 00 6C 00 65 00 31 B.. .T.a.b.l.e.1
00011560 00 64 D8 84 00 OO 40 OO0 39 00 00 00 00 00 00 19  .3@,..B.9.......
00011570 00 00 80 00 OO OO OO0 OO0 00 00 00 FF FE 4D 53 20 ..€........ FhUS
00011580 41 63 63 65 73 73 3B 50 57 44 3D 64 63 6E 73 64 Access;PUD=dinsd
00011530 61 6C 65 3B 54 00 61 00 62 00 6C 00 65 00 31 00 ale:;T.a.b.l.e.l.
00011540 6B 00 6B 00 6B 00 6B OO 6B DD 6B 00 6B 00 SF 00 k.k.k.k.k.k.k._.
O0D115B0 34 00 2E 00 2C 00 23 00 OB 00 FF 07 00 11 00 37 N N ST
000115C0 00 00 00 01 00 00 OF 01 00 €5 77 3B CB 32 8B E3  .suuevnnnn Aw:Ezcd
000115D0 40 FD 7D 3B C8 32 SB E3 40 DA 00 02z 80 4D 00 53 B@¥}:E2¢E@...€M.5
000115E0 00 79 00 73 00 57 00 53 00 44 00 50 00 52 00 65 .v.s.W.S.D.P.R.e




As you can see, converting the file to MDE format does not encrypt the linked table name or the
password needed to open the BE file. The BE file is completely insecure

Next, | checked whether adding a password to the FE had any effect

Password protected MDB file
i) FE-PWD.accdb ] FE- PWD.accde ] FE- PWD.mdb

COffset(h) 00 01 02 O3 04 05 06 07 OS5 09 0OA OB OC OD OE OF

00011300 F5 Z2C ES 40 00 OO0 20 00 54 00 61 00 62 OO0 &C 00 8,&4@.. .T.a.b.l.
00011310 65 00 31 00 34 71 84 00 00 40 O1 3D 00 00 OO0 00 e.l.:g...B.=....
00011320 00 00 19 00 00 80 00 OO0 00 00 0o o0 OO0 00 FF FE O ..., £y ih

00011330 4D 53 20 41 63 63 65 73 73 3B 50 57 44 3D 64 6% M3 Access;PUD=di
00011340 6E 73 64 61 &6C 65 3B 54 00 61 00 62 00 &C 00 &5 nsdale;T.a.b.l.e

00011350 00 31 00 6B 00 6B 00 6B DC 6E 00 8B 00 6B OO0 6B .l.k.k.ﬂ.k.k.k.k

00011380 00 SF 00 34 00 2E 00 2C 00 20 00 OB 00 FF 07 00 . .:... T
00011370 11 OO0 OA 00 OO0 80 01 00 OO0 OF 06 00 C2 7C C7 15 ..... ..., ilg.
00011380 FS 2C ES 40 E6 55 EBE 24 F5 2C ES5 40 01 11 00 OB &, &R . &%5,80....
00011390 00 00 80 01 OO0 OO0 OF 06 00 CE 66 BF ZC F5 2C E5  ..8...... Ef;,o,48
0001130 40 CE 66 BF 2¢C FS 2C ES 40 00 00 20 00 54 00 &1 @Ef;,&8,88.. .T.a
O00113E0 00 62 00 6C 00 65 00 31 OO0 90 15 84 00 00 40 01 .b.l.e.l......0.
0o0113c0O 3D 00 00 00 00 OO0 00 19 00 OO0 80 00 OO0 OO0 OO0 00 =......... £.....
00011300 00 OO0 00 FF FE 4D 53 20 41 63 63 65 73 73 3B 50 ...7bMS Access;P

000113E0 57 44 3D 64 6% 6E 73 64 61 a6C a5 3B 54 00 61 00 WD=dinsdale:;T.a.
000113F0 62 00 6C 00 &5 00 31 00 6B 00 6B OO0 6B 00 6B OO0 h.l.e.l.k.kK.kK.kK.
0oo011400 6B 00 6B 00 6B 00O SF 00 3R 00 =E DO ZC 00 20 00 k.k.kK. _.:.....
ooo011410 OF 00 FF 07 00 11 00 359 00 00 00 01 00 00 OF 01 .. %....9........

Password protected MDE file
i FEmdb ] FEmde [ FE- PWD.mdb ] FE- PWD.mde

Cffset(h) 00 01 O 03 04 05 08 07 O3 0% 0L OB OC OD OE OF

00011550 40 00 00 20 00 54 00 61 00 g2 00 6C 00 &5 00 31 Qf.. .T.a.b.l.e.l
00011560 00 35 ES 54 00 00 40 00 39 00 00 00 Q0 00 00 19 .5p...B.9.......
oo0115Y0 00 00 80 00 00 00 00 00 00 o0 OO FF FE 4D 53 20 . .€........ M3

Ooo011580 41 63 63 65 73 73 3B 50 57 44 3D 64 69 6E V3 64 Access:FPUD=dinsd
00011580 o1 6C 65 3B 54 00 o1 00 &2 00 &2 00D 65 00 31 00 &ale;T.a.b.l.e.l.
000115A0 6B OO0 6B OO 6B OO0 6B OO0 6B OO0 &B 00 6B OO0 5F 00 k.k.k.k.k.k.k._.
QOOO1153E0 34 00 ZE OO0 2C 00 Z0 00 OB OO FF O7 OO 11 00 37 :...,. ...%....7
Qooi115c0 00 00 00 O1 00 00 OF 01 0O C5 77 3B C& 32 8B E3 ......... AuzB2ca
00011500 40 FD 7D 3B C5 32 8B E3 40 0L 00 02 S0 4D 00 53 @Y} ;E2<&R...€M.3
QOO1153E0 00 Y9 00 73 00 57 00 53 OO0 44 00 50 0O 52 00 &5 .y.3.W.3.D.P.R.e

amcd ST T o B i S e I ¥ W 8 Y ¥ e T O 1 o B A T SO i N e | e B ot 1 = 5 ETP T P

The above screenshots show that adding a password to the frontend does not encrypt the linked table
name or the password needed to open the BE file. The BE file remains completely insecure

For comparison, | converted all the test files to ACCDB format but otherwise identical to those above
1. Abackend file BE.accdb with one table Tablel. The file was encrypted with password dinsdale.
2. Afrontend file FE.accdb. | then linked this to Tablel in the BE file
3. The frontend was copied, encrypted with the password MDS and saved as FE - PWD.accdb
In ACCDB files, much stronger 128-bit encryption is used which encrypts the entire file

NOTE:
For that reason, zipping an encrypted ACCDB/ACCDE file will have little effect on file size
By comparison zipping a password protected MDB/MDE file does reduce file size

Both versions of the frontend were then saved as ACCDE files: FE.accde & FE - PWD.accde

The same tests were run as for the MDB / MDE files



ACCDB file
i FE.accdb

Qffsec(h) 00 01 02 03 04 05 06 07 OS5 0% 0OA OB OC OD OE OF

00011070 2C ES 40 31 04 76 29 F5 2C E5 40 00 OO0 OO0 OO0 54 ,&R1.v)&,8R....T
ooo1li080 00 &1 00 62 00 &C 00 65 00 31 00 88 00 00 40 00 .s.b.l.2.1.7..0.

00011050 685 00 00 00 00 00 00 19 00 00 11 00 09 00 00 80 he.vveeennnnnas £
O00110A0 01 o0 00 OF O 00 AS ES 21 28 F5 ZC ES5 40 E2 65 ...... CE(8, 8RBT
000110B0 23 25 FS5 2C ES 40 00 00 Z0 O0 54 00 61 00 62 00 #i(&,&8@.. .T.a.h.
ogoli0co  &C 00 &5 00 31 00 5D 1A S5 00 00 40 00 63 00 00 l.e.l1.]."..0.h

00011000 00 oo 00 00 159 00 00 80 00 00 OO0 00 00 00 0o 0o L...... o

O00110EQ  FF FE 4D 53 20 41 63 63 65 Y3 ¥3 3B 50 57 44 3D YhM3 Roccess:PUD=
000110F0 64 69 6E 73 64 &1 6C 65 3B 54 00 61 00 62 00 6C dinsdale:;T.a.b.l

00011100 00 &5 00 31 00 31 07 00 40 00 eE OO OO OO OO Qo e.1.1..A.n.....
ACCDE file

i FEacedb 5] FEaccde

Offset(h) 00 01 02 03 04 05 06 07 08 09 0OR OE OC OD QOE OF

0o00110B0 23 28 F5 2C E5 40 00 00 20 00 54 00 61 00 62 00
oooiioco 6C 00 65 00 31 00 CO ke 83 00 00 40 00 63 00 00
oooiiopo 00 00 00 00 19 00 00 80 00 00 00 00 00 o0 00 oo
000110E0 FF FE 4D 53 20 41 63 63 65 73 73 3B 50 57 44 3D
oo0110F0 64 62 6E 73 64 6l 6C 65 3B 54 bD 61 00 62 00 6&C
oooiiioo 00 a5 00 31 00 31 OV 00 40 00 &9 00 00 00 00 o0

oooliiio oo 7Y 00 7Y 00 77 00 eB OO B OO B OO oBF OO 5F
oO01112?0 00 2§ 00 2F 00 2¢ 00 20 00 OF 00 FF 47 00 11 00

Neither ACCDB nor ACCDE files offer any additional security in terms of the BE file.
As a result, this remains insecure

For comparison, here are the results using password protected (encrypted) ACCDB / ACCDE files

Password protected ACCDB file

i) FE-PWD.accdb 3| FE- PWD.accde ] FE- PWD.mdb ] FE-PWD.mde (] FEaccdb

Offset (h) 00 01 0z O3 04 05 06 O7 05 09 0OA OB OC OD OE OF

00011050 &F 1C 91 D9 CC 35 2E A5 42 €6 EO OC 23 AE SE Ba .. 0I5, ¥BEa. g,
00011060 DC &k ED 07 A3 F4 70 2B F3 20 EE 8B 24 ED FE OB  f124.&6p+d &c§id.
00011070 10 OA ES 2E B7 F4 8B 77 DC 28 9C 24 DB F1 D8 6F  ..4&. -S¢wlf (esTago
00011080 BC S5 7D 51 C2 B4 CC BA S84 FO F4 1E 45 3C BD 5C wZioh- Is380.E<w
00011090 5% 40 €5 F& 51 80 D3 23 70 91 Ez 88 A7 0C EB 1D  S@A«QEd#p ats.s. o Can'tfind "PWD".

00011080 62 53 EE 2D DE 61 40 1B D5 LB 2E CE 78 49 44 34 bXe-Ual.d«. IxId:
000110B0 SE 9F 1C DO D1 84 EF 86 B4 75 38 €8 5C 8B BE 67  EV.pi.it usE\v¢.,g
0oo110co 2A ED 13 FO 6A ES 1C D6 47 49 S0 EF 02 07 39 C5  *i,43e.0GI€1. -1
00011000 Bl FA ES 8B 71 08 95 22 OC B2 OB 93 D2 21 01 59 #iécg. =mwi=.»d0.v
000110ED 34 4C 56 ED E9 4E 74 51 66 B6 73 63 73 70 Bl A48 4LVENtQfflscspt”
0o0110F0O 0OC 40 8C 11 7E 22 C7 24 EO 52 F7 78 C5 99 61 93 .@$.~"§$éR+xﬁma“

00011100 4F 08 FD DO 7D 82 17 F2 95 BEE ZA 2C Bl 52 F5 22  O.¥D}, .d=s¥, tRA4"
00011110 ED 6C 92 BD 22 CF 84 22 CO 94 CE 50 14 56 37 CE  il'wrigri~ip.wei

Password protected ACCDE file

i FE-PWD.accdb ] FE-PWD.accde | i) FE- PWD.mdb ] FE- PWD.mde ] FEaccdb ) FEaccde

Cffset(h) 00 01 0z 03 04 05 06 OV 05 05 0L OB OC OD OE OF

0001100 95 8C D7 59 BA 14 B6 1C E7 46 FE 83 CC DB 6C 17 «E«¥*.q. ‘Fifisl.
0ODD110B0 CC OF BE Bs 7B B4 86 10 38 46 20 €5 AB B4 CE 30 I.:q(t.8F E«Sio
000110C0 74 OL 7B E4 1D 33 98 D5 FO 2D 15 DS FD E4 AF 98 z.{&.3"0&-.@9s "
00011000 BO 94 29 1B 24 1F 60 AD 4D 27 36 €2 D6 30 8B €O °3).§. .M 6dd0ch o can't find “PWD".
0ODD110E0 1E 18 17 D4 85 EL CE 9E 56 34 70 40 B9 E3 BE c3  ...d.efsvey 4.4

0O00110F0 8D B9 3D 24 89 50 11 ED OD A4S 47 39 BO C6 F9 0L . =§%P.i. GO°El.

00011100 25 OD 4 &3 FC 4C 4E 71 18 54 31 25 E3 OC 25 77 %.5huLMNg..1%3.%w

00011110 43 BT 21 18 3C 4D BB 68 C2 CB 68 ES 53 14 OF 54 C-!.<M»hiFh&s..zZ
00011120 83 BO 21 SF FO E6 OD SF F9 19 14 6F 78 68 32 4C f°!.&&. ..oxh2L
00011130 DO 18 03 26 85 06 16 BS 43 31 57 F6 09 A4 D3 OF D..&...uClW5.20¥
00011140 3E 3E EC 5B 7E 5 A6 A5 DE D2 9B DF 6E AD D8 DC  »»i[~Z!¥b0abn. @l

The password protected ACCDB & ACCDE files encrypt the entire file including BOTH the linked table
name and password information

Therefore, to keep the data in a BE file secure, the FE file needs to be in ACCDB/ACCDE format and
encrypted using password protection.



Password Recovery utilities
Password recovery utilities can be useful if you forget the password to your own applications but can just
as easily be used for other applications that are not your own work.

Running a quick online check will soon find several utilities (mostly free) that will crack passwords on MDB
files. This is usually very quick as the level of encryption is relatively weak

By comparison, | am only aware of one commercial utility that will crack ACCDB passwords.

This is done by ‘brute force’ trying every possible combination of characters until one is successful.

If a strong password is used, the process can take MANY hours and is therefore unlikely to be worth the
effort in most cases.

Obviously, there are many other factors involved in making databases as secure as possible including:

a) The use of workgroup security for MDB/MDE files

b) Protecting the location of the BE file by saving on a secure network and limiting user permissions to
the folder

c) Using strong passwords that cannot easily be hacked

However, an Access database can NEVER be made 100% secure. A capable and determined hacker can
break any Access database given sufficient time and determination

| would welcome feedback on the information provided in this article

Colin Riddington Mendip Data Systems 23/09/2018



